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Abstract

Graph Neural Networks (GNNs) are vulnerable to graph backdoor
attacks, which poses severe risks to their deployment in safety-
critical applications. Existing defenses predominantly focus on spe-
cific backdoor triggers, making them brittle and unable to gener-
alize across different backdoor triggers with varying properties.
Motivated by this limitation, this work proposes an attack-agnostic
graph backdoor defense mechanism A2GBD, which does not require
prior knowledge of the specific attack strategies (e.g., edge pertur-
bation, node attribute manipulation) to achieve effective defense.
A’GBD consists of suspicious node selection and defense strategy
generation. The selection module selects high-suspicion nodes to
enhance defense awareness, while the defense agent adaptively
determines and executes defense strategies. Extensive experiments
on multiple benchmark datasets demonstrate that A2GBD consis-
tently lowers attack success rates while maintaining high clean
accuracy, showing strong robustness and generalizability against
diverse graph backdoor attack strategies.
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Figure 1: Illustration of the difference between traditional
single-step backdoor defenses and our A2GBD sequential
multi-step framework. A’GBD actively selects suspicious
nodes and dynamically executes defense actions, enabling
adaptive and context-aware protection.

1 Introduction

Graph Neural Networks (GNNs) have achieved remarkable success
in a wide range of domains rich in relational data, such as social
network analysis [23, 24], recommendation systems [7, 12, 22],
and financial fraud detection [14, 16, 25, 35, 41]. By effectively
leveraging the message-passing mechanism to capture both node
features and topological structures, GNNs [10, 19, 29, 31, 40] have
become the de facto standard for learning powerful representations
on non-Euclidean data[2].

However, this impressive performance is often predicated on
the assumption of training on clean, trustworthy data, which is
frequently violated in real-world scenarios. The increasing reliance
on large-scale datasets and pre-trained models has exposed GNNs to
significant security threats [5, 9, 20, 21, 28]. Among these, backdoor
attacks pose a particularly insidious risk [3, 8]. In such attacks,
an adversary stealthily poisons the training data by embedding a
specific trigger[32, 37, 38] (e.g., a unique subgraph or node feature
pattern) into a small subset of graphs and associating them with
a target label. A model trained on this poisoned dataset appears
normal and maintains high accuracy on clean test samples, but
will consistently misclassify any input containing the trigger to the
adversary’s chosen label.
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Several efforts have been made to mitigate the vulnerability of
GNN' s to backdoor attacks. Attack methods have evolved from using
simple random triggers (SBA[37]) to employing generative models
for creating potent, sample-specific triggers (GTA[32]). On the de-
fense side, techniques like Prune have been proposed to identify and
remove trigger-based connections, prompting attackers to develop
more stealthy methods like UGBA[4], DPGBA [38]. To defend such
stealthy attack, RIGBD [39] verified that prediction variance under
edge dropping is a crucial indicator for identifying poisoned nodes
and proposes using random edge dropping to detect backdoors.
These defense methods are effective in defending subgraph-based
triggers but fail in attribute-based triggers [6]. Therefore, the effec-
tiveness of current backdoor defense methods heavily rely on the
characteristics of triggers.

Existing graph backdoor defenses suffer from two fundamental
limitations. Firstly, many defense mechanisms rely on detecting spe-
cific attack patterns, which limits their generalizability and makes
them susceptible to evasion by novel attack strategies. For exam-
ple, RIGBD [39] identifies poisoned nodes by examining prediction
variations under edge-dropping perturbations; while this method
is effective against UGBA and DPGBA attacks, it fails to counter
SPEAR. Secondly, most existing defenses adopt a single-step de-
fense strategy, as depicted in Figure 1a, where models are typically
trained using data poisoned by a single type of backdoor attack.
This approach may remove certain triggers (e.g., subgraph-based
triggers) but fails to recognize others (e.g., attribute-based triggers).
As aresult, such models are ill-equipped to handle diverse threats in
real-world scenarios and often require retraining when confronted
with different attacks, leaving systems vulnerable to complex and
unpredictable security risks.

In contrast, a multi-step defense strategy (Figure 1b) could pro-
vide a more robust and adaptable framework by sequentially ad-
dressing multiple types of triggers and attack mechanisms, thereby
enhancing resilience against a broader spectrum of backdoor threats.
We propose an Attack-Agnostic Graph Backdoor Defense frame-
work A2GBD comprising two steps: suspicious node selection and
defense strategy generation. The principle for evaluating suspicious
nodes is based on two criteria: informativeness and robustness. The
defense strategy generation is modeled as a Markov decision pro-
cess, and the dynamic process formulates defense strategies based
on a reward function to better adapt to the characteristics of differ-
ent attacks [26].

Our contributions can be listed as follows. (1) We identify that
current graph backdoor defense strategies rely on specific poisoned
samples. (2) We propose an attack-agnostic graph backdoor defense
mechanism A2GBD, which does not require prior knowledge of
the specific attack strategies. (3) Extensive experiments on multiple
benchmark datasets demonstrate that A2GBD can effectively defend
current graph backdoor attacks.

2 Related Works
2.1 Graph Backdoor Attacks

Graph backdoor attacks represent a critical security threat to graph
neural networks, wherein adversaries stealthily poison the train-
ing data by implanting malicious triggers that cause the model to
misclassify triggered samples during inference while maintaining
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normal performance on clean data. Existing attack methodologies
for node classification can be systematically categorized into three
groups. Initial approaches [37] employed universal trigger gener-
ation, utilizing fixed subgraph structures across all target nodes.
Subsequent methods like GTA [32] advanced to optimization-based
trigger generation, crafting sample-specific triggers through train-
able generators to enhance attack success rates. And the most recent
developments focus on unnoticeable trigger generation, where tech-
niques such as UGBA [4] introduce stealth-oriented loss functions
to maximize trigger-node similarity, while DPGBA [38] formally
investigates and enhances the stealth dimension, pushing attacks
toward practical undetectability.

2.2 Graph Backdoor Defenses

Existing graph backdoor defenses target specific trigger properties:
Jiang et al. [17] uses explainability to detect and filter samples dom-
inated by small, anomalous subgraphs (the trigger), while ZIP [34]
employs clustering to isolate graphs with common triggers for
subsequent model fine-tuning. GraphProt [33] mitigates backdoor
activation by leveraging topology-feature-filtering and sampling-
based robust model inference. RIGBD [39] verifies that prediction
variance under edge dropping is a crucial indicator for identifying
poisoned nodes and proposes using random edge dropping to detect
backdoors. LoSplit [18] is a training-time defense framework in
graph that leverages this early-stage loss drift to accurately split
target nodes.

Different from them, our proposed defense mechanism does not
rely on any assumption based on the backdoor attack methods.

3 Preliminaries

3.1 Graph Neural Networks

A graph is denoted as G = {V,E}, where the node set V =
{v1,...,uN} comprises N nodes and the edge set & = {e;, ..., eg}
comprises E edges. Each node has a D-dimensional feature vector,
and all node features are denoted as X € RN*P. The graph structure
of G can be represented as an adjacency matrix A € {0, 1}V*N,
where A;; = 1if (i, j) € E. Additionally, we denote all node labels
as one-hot vectors Y € {0, 1}NXC, where C is the number of classes.
The learning process of GNNs is typically formulated as a message-
passing mechanism that iteratively aggregates information from a
node’s neighbors. For node v;, the set of its neighbors is denoted
as N'(v;) = {vj|A;; = 1}. In the [-th layer, the node embeddings
H® € RN*? are computed by updating the node embeddings from
the previous layer H!~1 according to the formulation:

1" = UPDATE (AGG ({Hj."%j € N(vl—)})) . 1)

Here, N (0;) = N (v;) U {0;} denotes node v;’s extended neighbor-
hood. AGG(-) represents the aggregation function, which combines
the information from neighboring nodes. The UPDATE(:) function
transforms the aggregated information into new node embeddings.

3.2 Graph Backdoor Attack and Defense

Graph Backdoor Attacks (GBA) [4, 38] aim to poison the training
set by implanting triggers in target nodes before classifier is trained.
Backdoor attack on node classification can be defined as 3.1.
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Definition 3.1 (Graph Backdoor Attack). Given: (1) a clean graph
G = {V, &} with node labels Y; (2) a target label y,;. The aim of
graph backdoor attack is to select a target node set Vp C Vyyqin as
the poisoned samples from unlabelled nodes in the training graph.
For each node vf € Vp, we transform it into a poisoned sample by
implanting trigger as shown in Eq. (2):

x;, NP (v;) = IMPLANT(7; (o)), xi, N(03)), Y} = Ytars  (2)

where x¥ and N (v;) are the poisoned node feature and neighbors
of Uf after trigger implanting, 74(-) denotes the trigger generator
that takes v; as input.

Given a GNN classifier f trained on the poisoned training set,
ideally, its behavior is manipulated so that:

FepN@D) =15 fOGNT(©))) = Yars ®)

Definition 3.2 (Graph Backdoor Defense). Given: (1) A poisoned
graph Gp = {V,Ep, Xp}; (2) A trained GNN fp. The purpose of
graph backdoor defense is to select a set of suspicious nodes Vs C
Virain and recover the clean graph Gr from the poisoned graph
Gp by conducting defense strategies in Vs. The goal is to train
a backdoor-free GNN model on Gr so that it can defend against
backdoor triggers during inference on an unseen backdoored graph
Gu, while maintaining accuracy on clean data.

4 Methodology

We formulate the graph backdoor defense as a sequential decision-
making problem, where a defense agent interacts with the graph and
iteratively improves its strategy through sequential interventions.
As shown in Figure 2, the proposed A2GBD consists of two modules.
The Suspicious Node Selection component identifies high-suspicion
nodes, guiding the defense agent to focus on nodes that are more
likely to be poisoned. The Defense Strategy Generation component
then determines defense actions in response to the graph context,
enabling adaptive strategies that go beyond static heuristics or
manually predefined rules.

4.1 Suspicious Node Selection

We introduce a suspicious node selection module that ranks nodes
by backdoor risk using two complementary signals: informativeness
(uncertainty/utility for learning) and robustness (likelihood of back-
door contamination). The joint ranking focuses defense actions on
nodes that are both informative and high-risk.

4.1.1 Information Score. Existing studies [4, 36] have shown that
nodes and subgraphs affected by backdoor attacks often carry
anomalous patterns and high information content. Inspired by ac-
tive learning, we introduce an information score to quantify the
expected utility of querying nodes. This score unifies predictive
uncertainty and structural abnormality into a single metric. To effec-
tively quantify node information, we first require a base model that
can reliably capture node semantics and structural patterns. There-
fore, we pretrain a standard GCN f on clean, unpoisoned graph
Gelean = {7V, &} with cross-entropy loss to learn global semantics
and neighborhood propagation.

To identify nodes that are valuable for backdoor defense, we de-
fine an information score Sinf, by combining predictive uncertainty
and structural abnormality. We estimate uncertainty via Monte
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Carlo Dropout and compute predictive entropy and BALD:
Hly | xi] = —ch logpe, BALD; = H[y | x;]-Eo[H [y | xi, 0]].
4)

Structural abnormality is measured by the Z-score deviation of
node degree and local density from global patterns [1], denoted as
Sstruct (1). We then normalize and combine both signals:

Sinfo (i) = w1 - Norm(BALD;) + wy - Norm(Ssruct (1)), (5)

where w; and w; control the trade-off. Higher Siyf (i) indicates
more informative nodes for selection [13].

4.1.2  Robustness Score. While the information score summarizes
uncertainty and structural anomalies, we further introduce the Ro-
bustness Score Syop to assess backdoor-related suspiciousness by
measuring embedding stability under small perturbations. Intu-
itively, clean nodes remain stable, whereas backdoored nodes ex-
hibit noticeable representation shifts.

The construction of S, proceeds in a sequential manner. First,
a GCN pre-trained on the clean graph provides a robust baseline
embedding for each node. Applying this GCN to a potentially poi-
soned graph Gpoison = {V, Epoisons Xpoison} yields the L-th layer
embeddings: h; = HEL) (Gpoison)> Where the GCN parameters 6 re-
main fixed. This step captures the true embedding shifts induced
by potential backdoor triggers without any further training.

Next, we evaluate the sensitivity of these embeddings by ap-
plying small perturbations to the poisoned graph. Let T denote a
perturbation operator (e.g., neighbor random sampling [11]), pro-
ducing a perturbed graph T(Gpoison). Forward propagation through
the same GCN produces perturbed embeddings:

HEL) (T(gpoison)) = h: (6)
For variance reduction, embeddings can be averaged over T
independent perturbations {T;}7_,:

T
h: — % Z H;L) (Tt(gpoison))~ (7)
t=1

Third, to amplify meaningful signals while maintaining robust-
ness, we introduce a dual-branch encoder that maps GCN embed-
dings to a robust feature space:

u; = A - MLPgiryet (hy) + (1 = A) - MLPgeq; (hy), 8

and similarly for perturbed embeddings:

ll; = )' . MLPstruct (h:) + (1 - A) : MLPfeat(h;)- (9)
Here, MLPgyet and MLPg,; project GCN outputs into a space
where both structural and feature-based deviations are captured,
and A € [0, 1] balances their contributions. The dual-branch design
ensures that nodes whose embeddings shift under perturbation
are highlighted while embeddings of stable, clean nodes remain
consistent.
To enforce stability, a consistency loss is imposed on the dual-
branch encoder while keeping the GCN fixed:

1
Liny = D o —wl3. (10)

(V .
| tram| 0; € Virain
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Suspicious Node Selection
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Figure 2: The A’GBD framework formulates graph backdoor defense as a sequential decision-making process. The defense
agent dynamically identifies suspicious nodes and generates adaptive defense actions, enabling effective and attack-agnostic

mitigation of backdoor threats.

For multiple perturbations, u; can be replaced with an averaged
embedding u] — % 3.1, (1) or the loss can be averaged across
perturbations.

Finally, the Robustness Score for node v; is defined as:

1
- .
L+ 7 Xy i = wj ()]l

Nodes exhibiting stable embeddings achieve Syop(v;) ~ 1, indi-
cating high robustness, whereas nodes with significant embedding
shifts receive lower scores, signaling potential backdoor contami-
nation.

Srob(vi) = (11)

4.1.3  Fusion-Mode Selection. We design a Fusion-Mode Selection
strategy to prioritize nodes for defense by integrating informative-
ness and robustness as shown in (12):

S(vi) = WinfoSinfo (0:) + WrobSrob (9i), (12)

where Sinf, (v;) measures each node’s task contribution and Sy, (v;)
reflects its embedding stability under potential backdoor perturba-
tions. The weights winf, and wyp, are learnable. Nodes are ranked
by their fused scores and the top-K nodes of the rank list form the
candidate node set U.

4.2 Defense Strategy Generation

In the Suspicious Node Selection module, we assign each node
a fused priority that combines informativeness and robustness.
These scores provide a static risk estimate but do not specify how
to perform sequential interventions. We therefore formulate graph
backdoor mitigation as a single-agent Markov Decision Process

(MDP), and incorporate the fused priority into the state to guide
decision-making over time.

To optimize long-term defense effectiveness beyond one-shot
heuristics, we learn a sequential policy using Proximal Policy Opti-
mization (PPO) with multiple value critics and constraint penalties,
resulting in a Constrained PPO (CPPO) framework [26]. This design
enables adaptive defense actions while enforcing safety constraints.

Importantly, the policy is trained directly on the poisoned train-
ing graph, without requiring clean graphs or oracle annotations.
Such a sequential formulation is essential because one-shot or
greedy defenses fail to capture cross-node and cross-action de-
pendencies, especially under mixed and adaptive backdoor triggers.

4.2.1 State. To support efficient and targeted sequential defenses
in large-scale graphs, we design a multi-level state representation
that integrates node priors, local topology, global graph context,
and historical defense information. At time step t, the state of a
candidate node u € U is defined as:

se(w) = [Se(w) | Ne(u) 1| ge(w) || He(w) ], (13)
where the fusion score prior S;(u) serves as a risk-aware prior that
summarizes node suspiciousness and informativeness, thereby bi-
asing the agent toward potentially compromised nodes. The neigh-
borhood features N;(u) encode the local graph structure around u,
including degree-related statistics. The global context g;(u) € R®
provides episode-level signals, i.e. the remaining defense budget,
the current timestep, and overall performance indicators. The de-
fense history H; summarizes previously executed actions and their
diversity, enabling the agent to avoid redundant interventions and
maintain coherent sequential behavior.
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This multi-level state design converts the problem from unstruc-
tured exploration over the entire graph into a prior-guided se-
quential decision process. Compared with single-step heuristics
or unconstrained exploration, it improves both learning stability
and sample efficiency, leading to more reliable sequential defense
policies.

4.2.2  Action. To realize interpretable and attack-agnostic sequen-
tial defense, we design an action space that allows the agent to
progressively refine abnormal graph patterns without relying on
any prior knowledge of triggers. Each action corresponds to a spe-
cific operation on the graph structure, node attributes, or model
outputs, forming a coherent process of adaptive decision-making.

At a high level, structural actions regulate graph connectivity to
suppress potential abnormal propagation, attribute actions adjust
node features to mitigate hidden trigger patterns, and semantic
actions calibrate model confidence to reduce overconfident predic-
tions on suspicious nodes. We next formally define the action space
and its effect on the graph state.

Action Space. The defense agent sequentially intervenes on sus-
picious nodes Vs. At step ¢, an action a; € A updates the graph
state G; = (V, &, Xy):

G = ar(Gy), (14)
where A contains three complementary action types.
Structural Action. Structural actions modify graph connectivity
to block abnormal propagation, e.g., edge pruning:
e =8\ {(w,0) | s(u,0|Gt) < 7},
sim(h{", h{") (15)
1+ |degg, (u) — degg, (v)|

Edges with low structural consistency are selectively removed to
suppress suspicious propagation paths while preserving the overall

topology.

s(u,0lGy) =

Attribute Action. Attribute actions adjust node features to miti-
gate injected trigger patterns:
1-«a :

X..
. J
NG, &2

M= axt +

(16)

This local aggregation smooths anomalous perturbations while
maintaining neighborhood-level semantic consistency.

Semantic Action. Semantic actions control prediction confidence
through temperature scaling:
Flyl, N (@), 6T
pryloi, Gr) = P} o T>1 0 (7)
2y f' % N(0:), Gr)
This action reduces overconfident predictions on suspicious nodes,
improving robustness against trigger-induced decision shortcuts.
Each action a; incurs an intervention cost c¢(a;, v;, G;), and the
immediate reward is defined as:

re = AUtlity(Gr, Xay,) — A c(ar, v, Gy), (18)

where Vy denotes the set of clean nodes and A balances defense
effectiveness and intervention cost. The role of this cost-aware
reward is further discussed in Section 4.2.3.
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4.2.3 Reward. To learn a sequential and adaptive defense policy,
we design a reward that trades off attack suppression, benign per-
formance preservation, and intervention stability. The reward is
shaped to reduce backdoor effects while discouraging overly ag-
gressive modifications that may degrade accuracy or introduce
excessive structural/feature distortion.

The reward combines several complementary signals to provide
dense guidance for multi-step credit assignment. The first term
incentivizes reducing the attack success rate (ASR), encouraging
actions that weaken trigger-induced prediction shifts. The second
term preserves clean accuracy on benign nodes, preventing the
policy from sacrificing utility for security. The third term penalizes
intervention cost and side effects, acting as a constraint surrogate
that stabilizes training and limits unnecessary structural pruning
or feature smoothing. In addition, we introduce an information-
theoretic regularizer, estimated via a Mutual Information Neural
Estimator (MINE), to discourage strong feature—prediction coupling
that can be exploited by triggers, thereby promoting attack-agnostic
robustness.

Formally, the reward at timestep ¢ is defined as:

Re = AaAASR; + AcAAces — AeonCr — AmI(X:Y),  (19)

where AASR; and AAcc; denote the changes in attack success
rate and clean accuracy, respectively, C; represents the constraint
penalty, I(X;Y) is the mutual information between node features
and predictions, and Ag, A, Acon, A are the weighting coefficients
for each term. In practice, AASR; and AAcc; are estimated using a
small held-out validation set and proxy confidence-based metrics,
without assuming oracle knowledge of trigger patterns or poisoned
labels. This estimation is used only during policy training and does
not require access to clean/poisoned splits at inference time.

This formulation jointly promotes attack suppression, benign
performance retention, and structure-constrained adaptation, while
mitigating the statistical coupling between trigger features and
model predictions. Through such a formulation, the defense process
naturally evolves as a sequential decision procedure that aligns
robustness with stability across multiple intervention steps.

4.3 Agent Modeling and Training Process

4.3.1 Agent Modeling. The defense agent operates on the graph
by leveraging the pretrained GCN encoder fjy to extract structural
node representations during inference. At each step, the agent
receives the current graph state s; derived from GCN embeddings
Z; = fp(G:), which are then pooled into a compact graph-level
representation. To model decision-making, a lightweight two-layer
MLP maps s; into policy and value estimates:

h® =ReLUW;h D + b,), (20)
V(s:) =W,h® +b,. (21

h" = ReLU(W;s; + b)),
n(as|sy) = Softmax(W;h® +b,),
This design enables the agent to utilize graph-structural features

captured by GCN while maintaining the flexibility and efficiency

of MLP-based policy learning, allowing sequential and adaptive
defenses on dynamic graph environments.

4.3.2  Graph-State CPPO Update. The defense agent interacts with
the graph environment sequentially to generate trajectory batches.
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Table 1: Statistics of the experimental datasets.

Dataset Nodes Edges  Features Classes
Cora 2,708 5,429 1,443 7
Citeseer 3,327 4,552 3,703 3
PubMed 19,717 44,338 500 3

OGB-arxiv 169,343 1,166,243 128 40

Each trajectory records graph states G;, actions a;, immediate re-
wards r¢, costs ¢;, and next graph states Gr1.

Generalized advantage estimation (GAE) computes reward and
cost advantages using the current graph embeddings:

Ar=r +y (Vi (se41) — Vip (1)) (22)

Co= ety (Vg (sean) - Vi(s0) 23)

where s; = POOL(fy(G:)) is the aggregated GCN embedding. Ad-
vantages are normalized:

i oM —E[A/] &

¢ ~E[C]
- , - —
std(A;) + €

std(Cy) + € @

Minibatch updates compute policy, value, safety value, and en-
tropy losses:

poliey — _, [min (reAn clip(rp, 1 - 6,1+ e)At)], (25)
J constraint _ E, [ max (rtét: clip(r,1-¢,1+ E)ét)], (26)

pvalue _ MSE(V¢(81),Rt)s L‘c/alue = MSE(V(;(St)>Ct)s (27)

LMoV = —E, [Hmp(s,)] . (28)
The total loss combines all components:

L= Lpolicy + Aﬂ(Lvalue + L€ ) + AeLentropy + AFLconstraint (29)

value

The dual variable is updated independently to enforce constraints:
Ay max(0, A, + 1, (C = Cpudget)) (30)

This procedure tightly couples graph state representations with
policy updates, ensuring that each action modifies the graph se-
quentially while maintaining reward optimization and constraint
satisfaction. The overall algorithm workflow is illustrated in Algo-
rithm 1 in the Appendix.

5 Experiments

In this section, we empirically analyze the effectiveness and effi-
ciency of our proposed A2GBD framework in various backdoor
attack scenarios. We aim to answer the following research ques-
tions.

e RQ1: How does A2GBD perform in terms of clean Accuracy
(Acc) and attack success rate (ASR) compared with state-of-
the-art defenses?

e RQ2: Can A2GBD effectively identify highly suspicious nodes
to improve defense robustness?

e RQ3: Can A?GBD learn domain- generalizable structural
patterns across different graph datasets?
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e RQ4: Can A’GBD achieve unified defense against multiple
attacks through a single training and inference process while
improving computational efficiency?

5.1 Experimental Settings

5.1.1 Datasets. We conduct experiments on four widely used bench-
mark datasets for node classification. Cora, Citeseer, and PubMed [27]
are classic small-scale citation networks with strong homophily,

serving as standard testbeds for evaluating the robustness of graph

neural networks under backdoor attacks. OGB-arxiv [15] is a large-

scale citation network with heterogeneous structures and long-

range dependencies, posing additional challenges for backdoor

defense. Together, these datasets cover both small homophilous

graphs and large heterogeneous graphs, enabling a comprehensive

evaluation of our proposed defense method. The basic statistics of

the datasets are summarized in Table 1.

5.1.2 Baseline. To validate the defense capability of A’GBD, we
evaluate it against four state-of-the-art backdoor attack methods on
graph neural networks, namely GTA [32], UGBA [4], DPGBA [38],
and SPEAR [6]. Additionally, we implement three existing back-
door defense strategies, including Prune, OD, and RIGBD [39], and
three representative robust GNN models, namely RobustGCN[42],
GNNGuard [36], and randomized smoothing (RS) [30].

5.1.3  Evaluation Protocol. Following representative graph back-
door attack protocols, we split each graph into two disjoint sub-
graphs Gr and Gy with an 8:2 ratio. We construct poisoned training
graphs Gr by mixing three attack methods (UGBA, DPGBA and
SPEAR) with relative proportions 1 : 1 : 2. The number of triggers
|Vi| is set to 40, 80, 160, and 565 for Cora, Citeseer, PubMed, and
OGB-arxiv, respectively. In all experiments, each trigger is limited
to at most three nodes.

Defenders train models on the poisoned training graph Gr. All
defense methods, including A’GBD, are trained directly on the
poisoned training graph Gr without Access to clean graphs or
oracle labels. During evaluation, half of the nodes in Gy are selected
and equipped with backdoor triggers to measure the attack success
rate (ASR), while the remaining nodes in Gy remain clean and are
used to measure clean Accuracy (Acc).

5.1.4 Implementation. For all experiments, A’GBD employs a 2-
layer GCN as the model architecture. The number of candidate sizes
K = 50 for Cora, CiteSeer, PubMed, and K = 125 for OGB-arxiv.
Each experiment is repeated 5 times and we report the averaged
results and standard deviation. The implementation of A2GBD is
available at https://github.com/Dcx-swjtu/A2GBD.

5.2 Defense Performance Comparison

To answer RQ1, we compare baseline defenses on benchmark datasets
and report ASR and Acc in Table 2. We have the following observa-
tions:

(i) Across all datasets and attacks, A2GBD demonstrates stable
performance, maintaining low ASR under complex triggers such as
UGBA, DPGBA, and SPEAR. On some datasets, A°’GBD achieves
ASR comparable to or lower than RIGBD while exceeding RIGBD
in Acc, indicating a better balance between security and task per-
formance.
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Table 2: Defense performance comparison(ASR (%) | Acc (%)) on four benchmark datasets. All metrics are reported in percentages.
The last column reports the average ASR across the four attacks to indicate the overall defense robustness.

Dataset Defense GTA UGBA DPGBA SPEAR Avg. ASR
ASR Acc ASR Acc ASR Acc ASR Acc
None 91~43i2A06 84.8210.95 96.07i1A30 83-55¢1A02 95.96i1A07 82.66i()‘gg 98~57i0A69 83.07i0A90 95.51
Prune 17.63i1_12 83.0610.92 98.8910_94 82.6610.83 918210.67 85.2810.97 97.78i0_39 82.66i0_88 76.03
Cora OD 0~0410.02 83.4714).70 0~0310.02 83.65i0_75 94334;1.30 835810.86 963111.85 84~07ir0.82 47.68
RIGBD 0.00.9.00 83.70+0.68 0.07+0.03 84.8140.72 0.094+0.04 84.1940.70 91.5611.10 83.3310.75 22.93
A’GBD 0.2940.05 83.38.40.65 0.1740.03 84.29:068  0.1710.04 82361071 0.254005 84.6310.78 0.22
None  100.00.000 73.702110 100.004000 74.704112 100.004000 74.09:105 98.81+000 76.124115 99.70
Prune 12.241093 72.4611.05 97.6811_50 74.3511.03 94.80;&_79 73.2111.04 92-771260 75~29:tl.01 74.87
Citeseer OD 0'04i0.00 72.8410.95 0-06t0.01 73'80i0.98 98.424_4)'33 73466t1_05 91.5311_55 77.804_4'13 47.51
RIGBD  0.344007 74.104108  0.00:000  73.80100s  0.332006  73.79+100 89.124183 72.85.009  22.45
A’GBD 0.39.10.06 74.9241.12 0.4040.07 74214106  0.3140.05 73.9041.03  0.35i006 73.3241.01 0.36
None 93~09i4.10 85.18i()v95 96~42i1.82 84.64i1_38 98.63i0'73 85.22i0'97 95~03i2.27 85.08i0'96 95.79
Prune 28.10i2A01 85,0510.97 92.87i293 85~09r096 88.64i3A05 85.131()‘97 96.70i2A09 85~24i098 76.58
PubMed oD 0.0345001  85.2740.02  0.01.901  85.19.005 91.324265 85.12.005 92.044272 85.644099  45.85
RIGBD  0.01.001 84.324004 0.01i001  85.131095  0.034001  84.561004 95.3344035 84.78.0.95 23.84
A’GBD 0.03+0.01 83.27+0.90 0.1240.02 82.07+0.87 0.1340.02 83.57+0.91 0.701010 82.071087 0.25
None 75.34433'20 65.7610.92 98.8210'25 63-95i0.94 95.63J_r4'60 65-72t0.93 96~9510.85 66.914_4)'96 91.69
Prune 0-0110.01 63.97i0_91 93~07i195 62.58i0_39 90~47i2A62 65.53i()‘92 98.66i()‘93 64.83i0_90 70.55
OGB-Arxiv OD 0.0110.01 65.2310.92 0.0110.01 65.3510.92 9330&2.00 65.4710.93 88.92i1_55 66.17i0_94 45.56
RIGBD  0.01.901 66.514005 0.0l1i001  65.21i092  0.004000  65.244002 96.204145 65.96.0.093 24.06
A’GBD 0.07 £0.02 63.80+0.88 0.07 £0.02 65.42.10.92 0.1240.03 67.0010.94 0.174003  65.0840.91 0.11

(ii) Unlike RIGBD’s random edge-dropping, A2GBD leverages
active learning and reinforcement learning to mitigate the stealth-
iness of mixed triggers. With the same trigger budget, when at-
tack signals are split into UGBA, DPGBA, and SPEAR injections,
A2GBD still maintains low ASR and, in certain scenarios, improves
Acc, demonstrating robust generalization across multiple trigger
sources.

5.3 Ablation Study

We conduct an ablation study on the Suspicious Node Selection
module in A2GBD. Here, G, denotes the task-aware subgraph in-
duced by selected suspicious nodes; removing G; disables targeted
structural intervention and reduces defense effectiveness. First, we
replace the AL-based selection with heuristic scoring (A2GBD/H)
and uncertainty sampling (A2GBD/U), keeping K = 50. Results
show these alternatives fail to adequately cover poisoned nodes
under complex triggers (UGBA, DPGBA, SPEAR), increasing ASR
and reducing Acc, thus validating the module’s necessity, as shown
in Table 3.

We further ablate the internal components—information score
and robustness score. Removing either degrades performance, con-
firming their importance in candidate ranking and high-risk node
coverage. Combined with decentralized RL, these scores form a
closed-loop optimization, enabling synergistic improvement in ASR
and Acc.

Overall, the study demonstrates that the Suspicious Node Se-
lection module, through strategy-driven selection and closed-loop

RL coordination, is core to A2GBD’s attack-agnostic defense in
multi-source, cross-trigger scenarios.

Table 3: Ablation study (ASR(%) | Acc(%)) on Cora dataset.

Defense GTA UGBA DPGBA SPEAR
A2GBD 0.29 | 83.41 0.16 | 84.26 0.17 | 82.39 0.24 | 84.59
w/o Gy 0.55| 83.14 0.34 | 84.13 0.40 | 82.12 0.55 | 84.42
A’GBD/H  0.86 | 82.88 0.59 | 83.83 0.75 | 81.77 0.83 | 83.97
A2GBD/U  0.80 | 82.92 0.49 | 83.93 0.54 | 81.98 0.90 | 84.07
w/oS(v;)  0.64]83.02 0.45]83.97 0.50 | 82.03 0.70 | 84.18
w/o S(info) 0.60 | 83.10 0.41|83.89 0.47 | 81.90 0.66 | 84.21
w/o S(rob) 0.58 | 83.06 0.39|83.91 0.44 | 81.85 0.63 | 84.15

5.4 Poisoned Node Selection Performance

To answer RQ2, we assess the effectiveness of A2GBD for select-
ing highly suspicious nodes. We report the recall and precision of
our poisoned-node identification method on OGB-arxiv dataset in
Table 4. Recall is defined as the percentage of poisoned nodes that
appear among the identified candidate nodes relative to the total
number of poisoned nodes. Precision is defined as the percentage
of identified candidate nodes that are truly poisoned.Then,Standard
Acc refers to the classification accuracy of the original GNN model
trained and evaluated on the clean graph without any defense or
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Table 4: Performance of poisoned-node detection.

Attack Standard Acc  ASR  Acc Recall Precision
GTA 64.21 0.07 63.80 87.02 84.07
UGBA 64.21 0.07 65.42 91.33 86.00
DPGBA 64.21 0.12 67.01 88.06 90.26
SPEAR 64.21 0.17 65.08 85.25 86.73

Table 5: Cross-dataset performance (ASR(%) | Acc(%)) trained
on OGB-Arxiv and tested on PubMed.

Defense GTA UGBA DPGBA SPEAR

None 88.23 | 57.12 90.12]56.89 87.34|57.01 89.01 | 56.78

Prune  70.45|57.88 72.38|56.72 68.87 | 57.12 71.2256.90
oD 3512 |58.21 32.56 | 57.45 38.78|57.30 40.24|57.10
RIGBD  12.21|58.98 14.76|57.85 10.89|58.42 20.01 | 58.03
A2GBD  2.45]57.88 3.97|56.01 2.78|57.32 4.05 |57.09

attack,serving as a performance reference,while Acc denotes the
classification accuracy measured after applying the defense strat-
egy,evaluated on clean (non-triggered) nodes.We observe:

(i) A2GBD consistently achieves precision above 90% and recall
over 80% in detecting poisoned nodes, showing that active learn-
ing effectively targets high-risk nodes while reducing redundant
interventions.

(ii) Across diverse attacks, A2GBD maintains low ASR and high
Acc/Clean Acc. Even with partial detection, the synergy of active
learning and RL enables the model to forget potential triggers,
ensuring stable defense.

(iii) Unlike fixed-threshold baselines, A2GBD adapts node selec-
tion via RL feedback, achieving stronger attack-agnostic general-
ization and robustness across varied trigger types.

5.5 Cross-Dataset Generalization

To answer RQ3, we conduct cross-dataset experiments from OGB-
Arxiv to PubMed to evaluate whether the learned defense policy
can generalize across unseen domains and diverse attack types
(GTA, UGBA, DPGBA, and SPEAR), as shown in Table 5. Traditional
defenses such as None and Prune suffer from high ASR (70-90%) and
significant Acc degradation, implying strong dependence on dataset-
specific patterns and static decision rules. OD and RIGBD alleviate
part of the attack effect but still exhibit performance collapse in
the unseen domain, suggesting that their defense behaviors are
highly dependent on training-domain attack distributions and do
not transfer well to unseen graph domains. In contrast, A>GBD
consistently achieves the lowest ASR (2-4%) with negligible Acc
reduction (2-3%), demonstrating strong domain transferability.

5.6 Unified Training and Inference Efficiency

To answer RQ4, we observe that existing defenses (e.g., RIGBD and
OD Prune) require separate training and inference for each attack,
increasing computational costs linearly with the number of attacks.
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Figure 3: Comparison of training and inference time. The
purple stars indicate the best (shortest) time for each dataset.
A’GBD shows slightly higher training time than RIGBD but
maintains efficient inference, making it suitable for defend-
ing against multiple attacks simultaneously.

For example, defending against four attacks requires roughly four
times the overhead of a single attack.

In contrast, A2GBD requires only single training and single infer-
ence to defend against multiple attacks simultaneously. Although
its training cost is slightly higher than RIGBD for one attack, its
inference cost is already lower. As shown in Figure 3, with four
attacks, the overall time cost of A2GBD is about one-third of RIGBD.

6 Conclusion

In this work, we propose A2GBD, an attack-agnostic framework
for graph backdoor defense to mitigate the limitations of existing
defense methods. By formulating the defense process as a Markov
Decision Process (MDP), A2GBD enables attack-agnostic and adap-
tive defense through an active node selector and a defense genera-
tor, moving beyond the single-step detection paradigm that fails
against diverse trigger types. Furthermore, a structured state en-
coder enhances cross-domain generalization by integrating local
and global graph representations. Extensive experiments demon-
strate that A2GBD achieves robust and transferable defense perfor-
mance across diverse attacks and datasets.
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A Training Algorithm

Directly applying standard PPO to sequential graph defense is inef-
fective due to two fundamental challenges. First, the graph defense
process involves irreversible structural and attribute modifications,
which violates the stationarity assumption of conventional PPO
and often leads to unstable policy updates. Second, unconstrained
reward optimization in PPO tends to favor aggressive actions that
overly distort graph topology, resulting in severe utility degradation
To address these issues, we propose Graph-State Constrained PPO
(G-CPPO), which introduces three key modifications tailored for
graph defense. (i) We define a compact graph-level state by pooling
node representations produced by a pretrained GCN, enabling the
policy to reason over evolving graph structures while maintaining
tractable state dimensionality. (i) We explicitly model defense op-
erations as graph transformation actions, allowing the policy to
sequentially refine the graph based on its current structural state.
(iif) We incorporate a cost-aware constraint via a dual variable A,
which regulates the trade-off between attack mitigation and graph
utility preservation. Unlike standard PPO, which optimizes a sin-
gle reward signal, G-CPPO jointly optimizes utility improvement
and cost violation through a constrained objective. The additional
constraint loss prevents the policy from collapsing to overly aggres-
sive defense strategies, leading to more stable training and better
generalization across different backdoor patterns. As a result, G-
CPPO achieves more effective and controllable defense behavior
than vanilla PPO in sequential graph defense settings.

Algorithm 1: Graph-State Constrained PPO (G-CPPO) for
Sequential Graph Defense
Input: Poisoned graph Gy = (Vp, Eo, Xo), pretrained GCN
f, actor-critic parameters (6, ¢), dual variable A,
cost budget chudget-
Output: Clean graph Gr
1 fort=0toT -1do
2 Z; = fo(Gt), st = POOL(Z,);
3 Sample a; ~ mg(als;);
4 Gir1 = a1(Gr);
5 ry = AUtility(Gr, Gri1), ¢¢ = c(ar, Gr);

6 Store (s, Gz, Tty Crs St41);

7 Compute advantages (A;, A7) via GAE and normalize;
8 for epoch = 1 to Ny do

9 foreach minibatch (s, a, A, A°,R,R°) do

10 r = exp(log my(als) — log g, (als));

11 LPONY = _mean(min(rA, clip(r, 1 — €, 1 + €)A));
12 Lconstraint —

mean(max(rA° clip(r,1 - €,1+ €)A°));

13 LYaue = MSE(Vy(s),R), LE ;. = MSE(V (s), R);

14 L= Lpolicy +a, (Lvalue + ¢ ' ) + ALconstraint;
value

15 Update (0, ¢) by gradient descent;

16 A« max(0, A + 17(€ — cpudget));
17 Return Gr.
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B Cross-Domain Evaluation

To comprehensively evaluate the generalization capability of de-
fense methods, we conducted systematic cross-dataset experiments
on two citation network datasets: Citeseer and Cora. Table 6 presents
the performance (Attack Success Rate ASR | Classification Accuracy
ACQC) of different defense methods against four types of attacks:
GTA, UGBA, DPGBA, and SPEAR.

Experimental results demonstrate significant limitations of tradi-
tional defense methods across different datasets. Under no defense
(None) scenario, the attack success rates on both datasets exceed
83%, confirming the effectiveness of backdoor attacks. The basic
defense method Prune reduces ASR to the 60-70% range, but its
fixed-threshold pruning strategy struggles to adapt to the graph
structural characteristics of different datasets. The anomaly detec-
tion method OD performs slightly better on Cora than on Citeseer,
possibly due to Cora’s clearer graph structure facilitating anomaly
detection, yet its ASR remains relatively high at 26-35%.

Notably, RIGBD demonstrates decent defense performance on
both datasets, maintaining ASR below 12%. However, its effective-
ness varies across different attack types, particularly showing re-
duced defense capability against UGBA and SPEAR attacks. This
reflects the limitations of defense methods based on specific as-
sumptions when facing diverse attack patterns.

In contrast, our proposed A’GBD method maintains the best
defense performance across both datasets and all attack types. On
Citeseer, A2ZGBD successfully suppresses ASR below 3.12% for all at-
tacks; on Cora, it achieves even lower ASR below 2.01%. More impor-
tantly, while maintaining excellent defense effectiveness, A2GBD
has minimal impact on normal classification performance - the
ACC loss on both datasets does not exceed 1%, significantly outper-
forming other comparative methods.

These results fully demonstrate A2GBD’s strong cross-dataset
generalization capability. Its advantages stem from several aspects:
First, the reinforcement learning-based sequential decision mech-
anism can adaptively learn graph structural features of different
datasets without relying on predefined static rules; Second, the
active learning-guided candidate node selection strategy effectively
identifies cross-domain structural anomaly patterns; Finally, the
attack-agnostic design philosophy enables unified defense against
different types of backdoor attacks, avoiding overfitting to specific
attack types.

In summary, cross-dataset experiments validate the practical
value of A2GBD in real-world scenarios. It not only effectively de-
fends against backdoor attacks on in-distribution data but, more
importantly, possesses strong out-of-domain generalization capa-
bility, providing reliable assurance for the secure deployment of
graph neural networks in practical applications.

C Supplementary Baseline Evaluation

Table 7 reports additional baseline performance of three representa-
tive robust GNN models, namely RobustGCN [42], GNNGuard [36],
and randomized smoothing (RS) [30], on the Citeseer and Cora
datasets. It can be observed that the three existing defense methods
exhibit consistently high attack success rates (ASR) on the OGB-
Arxiv dataset, indicating limited effectiveness against backdoor
attacks. This behavior is closely related to their defense mecha-
nisms: RobustGCN mainly models feature uncertainty to improve
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Table 6: Estimated attack performance (ASR(%) | ACC(%)) of different defenses on Citeseer and Cora datasets.

Cora = Citeseer

Citeseer = Cora

Defense GTA UGBA DPGBA SPEAR GTA UGBA DPGBA SPEAR
None 88.23 | 62.45 90.15|61.89 87.67|62.23 89.45|61.78 86.56 | 78.34 88.78 | 77.92 85.89 | 78.15 87.67 | 77.87
Prune 70456512 72.23]64.05 68.78|64.67 71.89|64.23 64.34|79.89 66.56|79.23 62.45|79.56 65.78|79.34
oD 34.67 | 67.45 32.12|66.78 37.89|66.91 35.45]|66.56 30.45|80.12 28.78 | 79.67 33.23 | 79.89 31.67 | 79.45
RIGBD  11.23|68.78 13.45|67.95 10.67 | 68.34 12.23|68.12 8.89|80.34 10.45|79.78 7.23|80.15 9.56 | 79.89
A’GBD  3.89|6825 5.12]67.34 4.34|68.01 4.67|67.78 2.95|80.01 4.01]79.45 3.23|79.78 3.45|79.56

Table 7: Defense performance on OGB-Arxiv under different backdoor attacks.

Defense DPGBA GTA UGBA SPEAR
ASR(%)| Acc(%)] ASR(%)| Acc(%)] ASR%)| Acc(%)] ASR(%)| Acc(%)]
RobustGCN 90.09 60.38 70.95 56.08 90.35 56.18 93.35 54.58
GNNGuard 94.66 62.29 0.04 62.58 95.21 64.61 88.12 62.14
RS 41.18 58.44 42.72 58.48 40.30 58.76 89.36 52.53
A’GBD 0.07 63.80 0.07 65.42 0.12 67.00 0.17 65.08

robustness against natural noise, but does not explicitly suppress
anomalous feature patterns introduced by backdoor triggers; GNN-
Guard performs edge reweighting based on neighborhood similarity,
while backdoor triggers can be constructed to preserve local struc-
tural and feature consistency, thereby bypassing similarity-driven
defenses; randomized smoothing (RS) focuses on robustness under
random noise and lacks direct constraints on structured and tar-
geted backdoor triggers, making it difficult to substantially reduce
ASR in this setting.

In contrast, A2’GBD consistently suppresses the attack success
rate across different attack scenarios while maintaining relatively
high classification accuracy, demonstrating stable defense behavior
on large-scale graph data.

D Hyperparameter Analysis

To investigate the impact of the candidate mechanism on the ex-
ploration space of reinforcement learning, we evaluate different
candidate sizes K on the Cora dataset (Figure 4). The results indicate
that when K is small, the exploration space is limited, leaving some
poisoned nodes uncovered, which leads to higher ASR. Conversely,
when K is too large, although ACC remains largely stable, redun-
dant nodes significantly increase, expanding the exploration space
and reducing efficiency. Notably, a moderate candidate size (e.g.,

K =50) achieves an optimal balance between defense performance
and computational efficiency. These results validate our proposed
motivation: by controlling the candidate set size, the RL exploration
space can be effectively regulated, enabling more efficient and stable
defense in multi-source trigger scenarios.
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~A~ SPEAR
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Figure 4: Impact of candidate size K on the exploration space
of reinforcement learning in A’GBD. Smaller K values re-
strict exploration and overlook poisoned nodes, while overly
large K values introduce redundant candidates and reduce
efficiency. A balanced setting (e.g., K = 50) demonstrates the
effectiveness of our candidate mechanism in adaptively reg-
ulating exploration for stable and efficient defense.
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